
[image: image1.png]


National Communications System

Emergency Response Training
Emergency Preparedness and Response

Tabletop Exercise

The National Communications System (NCS) Emergency Response Training (ERT) “Emergency Preparedness and Response Tabletop Exercise” is an interactive, participant driven look at issues surrounding the various communications, coordination, cooperation, information flow, and connectivity requirements inherent in the response to a complex emergency or set of emergencies.  The design brings together Federal, State, and local emergency responders and the telecommunications industry to:

· Exchange ideas about roles and responsibilities for emergency operations;

· Continue to build Government-Industry team partnerships; and

· Enhance preparations for emergency response within Region.

The tabletop exercise will use a “seminar game” style, which makes it possible to generate and explore, in a relatively efficient manner, the interactions between agencies that may occur, but cannot easily be assessed during real world operations or in field exercises that are designed to reproduce real world events.  Participants are asked to “role play” themselves during the course of the exercise, as well as contribute their experience and expertise to the “committee of the whole” reviewing the situation, responses, and challenges.  Unlike field exercises where activities drive the action forward, in a tabletop of this style discussion creates progress.  Participants will be asked to discuss actions taken in response to the scenario – and to respond to the comments of other participants.  Here the purpose is to investigate information flows between and among the various government jurisdictions, agencies, and the private sector that may be called upon in an emergency situation.

The scenario will be presented like acts in a play.  Each “move” will represent a separate “slice” of time allowing a time span of several days (in this case) to be compressed into a 4-hour seminar.  This format allows participants to pause and reflect upon on issues, rather than action.  Interdependencies, opportunities, synergies, and frictions at the “seams” between various responding agencies can be highlighted and discussed at length.  While a facilitator will ensure that available time is well utilized, the participants themselves will drive both the flow and the content of the event.

To allow fruitful discussions and given that the purpose of the exercise is to consider means to improve information flow, a non-attribution policy will apply throughout the exercise.  There will be no formal report; only the follow up participants may choose to conduct.

Opening Scenario

The scenario below is fictitious.  No elements are intended as forecasts or predictions.
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Monday February 9, 2004.  The U.S. Department of Homeland Security, the Central Intelligence Agency, and the Federal Bureau of Investigation have assessed new intelligence concerning terrorist threats to U.S. interests at home and globally.  At 10:00 a.m. this morning, the FBI released a message to all law enforcement agencies nationwide warning of general, increased threat from “global terrorists.”  The message emphasized infrastructure targets and added that the terrorist groups may begin to target softer, but visible targets within the United States.  No specific threats were highlighted, nor was the Homeland Security Threat Advisory increased above “Yellow/ Elevated.” 

For the past month, the U.S. Geological Survey and others have monitored increasing seismic activity along the Wasatch Fault in Utah.  For years geologists have observed a few minor temblors (less than 3.0 on the Richter scale) per week.  Since the first of the year, these have increased in both intensity and frequency.  For several days now, there have been three to four quakes per day, often exceeding 4.0 on the exponential Richter scale.

Experts report that a serious earthquake (Magnitude 7.0 or greater) occurs every 300 to 400 years along the Wasatch Fault.  They calculate that the last such quake occurred roughly 350 years ago between Mona and Nephi, UT.  The Utah Geological Survey has reported that the probability of a major earthquake along the Brigham City and Salt Lake City segments of the Wasatch Fault “may be as high as 57 percent” by the end of the century.
  These geologists conclude the likelihood is high for a “significant” event in the first half of 2004.

Questions to Consider

Recalling that you will be “playing yourself” in your current official role and that you will serve as a member of the committee of the whole, the following questions will help frame your thinking in preparing for the exercise.

1. How would you typically receive the information in the scenario?  How should you?  How would you like to?

2. With whom will you share the information?  By what means?  Who do you believe should share the information with you?

3. With whom will you coordinate measures in response to the information in the scenario?

4. By what channels will information be shared?  Which ones might fail in a crisis or become overwhelmed?  With whom might you wish to communicate for which no established channel exists?

5. What resources are available within the telecommunications industry to assist the emergency response organizations?

Many more questions will surface throughout the course of the tabletop, but these will be recurring ones as new information becomes available.  




Text of National Law Enforcement Telecommunications System (NLETS) Message, February 9, 2004, 10:00 a.m. EDT


Based on recent interagency reviews, the FBI remains concerned about al-Qaeda's continued efforts to plan sophisticated attacks against the U.S.  Operatives continue to pursue a range of targets, tactics, and capabilities to conduct synchronized attacks against U.S. interests.  Recent intelligence suggests that a reemphasis of the Department of Homeland Security’s September 4, 2003 Advisory is appropriate.


This intelligence reaffirms that al-Qaeda views critical infrastructure targets in the U.S. as attractive attack options because of their potentially significant economic and psychological impacts.  Further, recent evidence suggests a raising of priority by al-Qaeda to plan and execute attacks on infrastructure targets, notably:


Nuclear power plants and other energy facilities, including power-generating stations, oil storage and distribution facilities.


Petroleum, chemical, and petrochemical facilities.


Transportation systems and facilities, including passenger rail, freight trains carrying toxic industrial chemicals, rail and vehicle bridges, tunnel, and mass transit systems.


Water reservoirs and systems, including dams.


Food supply, including food production, processing, and distribution facilities.


Electric power grids.


A demonstrated capability of al-Qaeda and other terrorist organizations against an infrastructure-type target involves the use of a vehicle carrying a large amount of explosives, commonly referred to as a car or truck bomb.  


At this time, there is no specific information on individual targets or dates for any attack.  The Department of Homeland Security anticipates no change to the Homeland Security Advisory System (HSAS) level; the current HSAS level is YELLOW


NOTIONAL:  For Game Play Only















































Wasatch Fault Line








� “Large Earthquakes on the Wasatch Fault”, � HYPERLINK "http://www.ugs.state.ut.us/utahgeo/hazards/eqfault/eqfact.htm" ��http://www.ugs.state.ut.us/utahgeo/hazards/eqfault/eqfact.htm�. 
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