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or more than 35 years, the
National Communications Syste T
(NCS) has ensured that the Federal

Government can.acquire the

telecommunications capabilities necessary to
meet its national security and emergency
preparedness, responsibilities under all
circumstances. As telecommunications and
information systems rapidly evolve, the NCS will
focus on identifying new technologies and solutions
to meet the Nation’s critical infrastructure -needs:
Building on its successful history of interagency.
cooperation and industry/Government partnershlp,
the NCS wiill help guide the Nation through this fas 2
paced, ever-changing technological environment.
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FOREWORD

uring Fiscal Year (FY) 2000, the
National Communications System
(NCS) saw significant changes in
leadership as Diann L. McCoy
became Deputy Manager in
November 1999 and | became
Manager in June 2000. As the
new Manager of the NCS, | am
honored to have the opportunity to influence efforts
to ensure continued fulfillment of the national
security and emergency preparedness (NS/EP)
community’s telecommunications needs during our
journey into the new Millennium.

The overwhelming concern that faced the
NCS as the fiscal year began was the potential
disruption to NS/EP telecommunications from the
Year 2000 (Y2K) computer problem. Preparation for
the Y2K transition witnessed an unprecedented
level of cooperation between industry and
Government organizations, with the NCS playing a
major role in facilitating this cooperation. During
the Y2K rollover, the National Coordinating Center
for Telecommunications (NCC) served as a focal
point for information sharing within the
telecommunications industry and between the
telecommunications industry and Government. The
NCC'’s Y2K database registered more than 96,000
hits during the New Year rollover period and almost
12,000 hits during the Leap Year rollover period.
Eighty-two companies in 41 countries reported the
status of their networks at a minimum of 10
scheduled intervals over the rollover period.
Overall, the existing relationship between industry
and Government within the NCC
contributed to the success of the Y2K
coordination effort.

The NS/EP community also
took advantage of NCS programs in
preparing for Y2K. The
Telecommunications Service Priority
Program experienced a dramatic
increase in the number of requests for
authorization codes before the Y2K
event. Also, the Government
Emergency Telecommunications
Service Program issued more personal
identification numbers during the year
than it had issued in all previous years.

As the Y2K event quietly passed, the NCS
was able to shift its focus to the issue of critical
infrastructure protection. While reliability,
availability, and security of the telecommunications
infrastructure have always been major concerns for
the NCS and the President’s National Security
Telecommunications Advisory Committee (NSTAC),
the issuance of Presidential Decision Directive 63 in
May 1998 focused other parts of industry and
Government on the security of critical
infrastructures. In FY 2000, the NCS and NSTAC
continued to lead by example. InJanuary 2000, the
NCC was designated as an Information Sharing and
Analysis Center for telecommunications. In May
2000, NSTAC held its 23rd meeting in Colorado
Springs, Colorado. In conjunction with its new
leadership role in computer network defense, U.S.
Space Command hosted the NSTAC meeting to
provide a forum for new ideas and discussion with
industry partners in this emerging critical
infrastructure protection field.

FY 2000 demonstrated that despite our
many challenges, the NCS will continue to ensure
the availability of telecommunications services to
fulfill NSZEP requirements. Although our
challenges change, the NCS mission remains the
same. The NCS mission is to develop an
evolutionary NS/EP telecommunications
architecture, to continually identify evolving NS/EP
telecommunications requirements, and to promote
NS/EP service enhancements that take advantage of
new technologies. By continuing to foster industry
and Government partnerships to this end, the NCS
will continue to develop strategic
solutions to ensure that NS/EP
telecommunications needs are met.
I look forward to working with you
on the many challenges the new
century will present.

HARRY D. RADUEGE, JR.

Lieutenant General, USAF
Manager






NCS COMMITTEE OF PRINCIPALS

Department of State Department of the Treasury Department of Defense Department of Justice Department of the Interior
(DOS) (TREAS) (DOD) (DOJ) (Do)
MR. FERNANDO BURBANO MR: THOMAS C: WEISNER " RADM. ROBERT M. NUTWELL, MR. ROBERT MILLER MR. DARYL W. WHITE
USN
-
l‘.
United States Department of Department of Commerce Department of Health and Department of Transportation Department of Energy
Agriculture (USDA) (DOC) Human Services (DHHS) (DOT) (DOE)
MR. IRA L. HOBBS Ms. KAREN F. HOGAN DR. ROBERT F. KNOUSS MR. EUGENE K. TAYLOR, JR. MR. JOHN M. GILLIGAN

Department of Federal Emergency Management The Joint Staff (JS) General Services Administration National Aeronautics and

Veterans Affairs (VA) Agency LT JoHN L. WOODWARD, JR., (GSA) Space Administration
MR. ROBERT P. BUBNIAK (FEMA) USAF Ms. SANDRA BATES (NASA)
MR. G. CLAY HOLLISTER MR. ROBERT E. SPEARING

Nuclear Regulatory National Telecommunications National Security Agency United States Federal Reserve Board (FRB)
Commission and Information (NSA) Postal Service MR. KENNETH D. BUCKLEY
(NRC) Administration (NTIA) MR. MicHAEL G. FLEMING (USPS)
MR. FRANK J. CONGEL MR. WiLLIaM T. HATCH MR. TIMOTHY J. PATTERSON

Federal Communications
Commission
(FCC)
MR. ArRLAN K. VAN DOORN



NCS COUNCIL OF REPRESENTATIVES

Department of State (DOS) Department of the Treasury  Department of Defense (DOD) Department of Justice (DOJ) Department of the Interior
Ms. KimBERLY A. GODWIN (TREAS) CapT. Topp D. TRACY MR. GARY LAws (DOI)
MR. EDD BARNES MR. JamMES E. DoLEZAL

United States Department of Department of Commerce Department of Health and Department of Transportation Department of Energy
Agriculture (USDA) (DOC) Human Services (DHHS) (DOT) (DOE)
Ms. BRENDA F. BOGER MR. JorOME T. GIBBON CAPT. MICHAEL B. MR. JAMES A. HARRELL MR. PATRICK HARGETT

ANDERSON, USPHS

Department of Veterans Affairs Federal Emergency The Joint Staff General Services National Aeronautics and

(VA) Management Agency (IS) Administration (GSA) Space Administration (NASA)
MR. HowarD D. BoyD (FEMA) CAPT. KATHRYN DIMAGGIO,  MR. THOMAS E. SELLERS MR. JoHN C. RODGERS
DR. JoserH H. MAssA USN

i.

Nuclear Regulatory National Telecommunications and National Security Agency United States Federal Reserve Board
Commission Information Administration (NSA) Postal Service
(NRC) (NTIA) MR. R. MICHAEL GREEN (USPS) Ms. ANNE E. PAULIN
MR. JosepH G. GIITTER MR. WiLLIAM A. BELOTE MR. TIMOTHY J. PATTERSON

Federal Communications
Commission
(FCC)

MR. DoucLAs KyLE



N A|IT | O A C |O|M|M ICATI O S SYSTE

THE NCS ORGANIZATION

President

EOP

OMB | NSC | 0STP

Executive Agent

1
Office of the
Manager, NCS
1

NCS
Committee
of Principals

Manager

NCS Council of Deputy Manager
Representatives

GSA NS/EP Operational
Elements

NCS Member
Organizations

Policy Direction and Direct Execution of War Powers Functions
National Security Telecommunications Advisory Committee
Executive Agent, NCS responsibilities assigned to Secretary of
Defense by E.O. 12472, April 3, 1984

Director, DISA, serves as Manager, NCS

The Key Telecommunications Officers of the NCS Member
Organizations

First line management position that is exclusively NCS

LEGEND

Direction

Coordination — — — —

Advice




TABLE OF CONTENTS

= Page Number
. INTRODUCTION
Background 2-1
Environment Facing the NCS 3-1
Report Organization 6-1

IIl. EMERGENCY RESPONSE ACTIVITIES

Disaster Response—Hurricane Floyd 2-11
Year 2000 (Y2K) Transition Support  2-11

Telecommunications Emergency
Response Training 3-11

NCS Regional Managers Conference 4-11

NCS Continuity of Operations
Relocation Event 4-11

Exercise TOPOFF 4-11

IIl. NS/EP TELECOMMUNICATIONS
SUPPORT, ACTIVITIES, AND PROGRAMS

OMNCS Critical Infrastructure

Protection Activities 2-111
OMNCS Y2K Preparedness Activities 4-111
Technology and Programs 6-111
Operations 14-111
Plans and Resources 23-111
Customer Service 24-111

IV. NS/EP TELECOMMUNICATIONS SUPPORT
AND ACTIVITIES OF NCS MEMBER
ORGANIZATIONS

Department of State (DOS) 2-1V

FISCAL YEAR 2000

Page Number

Department of Treasury (TREAS) 3-1Vv

Department of Defense (DOD) 4-1v
Department of Justice (DQOJ) 5-1V
Department of Interior (DOI) 6-1VvV

United States Department of
Agriculture (USDA) 7-1vV

Department of Commerce (DOC) 8-1v

Department of Health and Human

Resources (DHHS) 10-1Vv
Department of Transportation (DOT) 11-1V
Department of Energy (DOE) 12-1v

Department of Veterans Affairs (VA) 13-1V

Central Intelligence Agency (CIA)  14-1V
Federal Emergency Management

Agency (FEMA) 15-1Vv
The Joint Staff (JS) 16-1V
General Services Administration

(GSA) 17-1V
National Aeronautics and Space
Administration (NASA) 19-1vV
Nuclear Regulatory Commission

(NRC) 20-1V

National Telecommunications and
Information Administration (NTIA) 21-1V

National Security Agency (NSA) 22-1V
United States Postal Service (USPS) 23-1VV

Federal Reserve Board (FRB) 25-1VV
Federal Communications

Commission (FCC) 26-1V
A. NCS Related Acronyms 2-A



LIST OF EXHIBITS

Page Number

GETS Operational Concept 7-111

Technical Notes and Information
Bulletins 15-111

The President’s National Security
Telecommunications Advisory
Committee Organization 25-111

Requirements Identification
Benefits 30-111




e g

e e
e -
T O e S e
- ]




INTRODUCTION

he Office of the Manager, National

Communications System (OMNCS), in

coordination with the National

Communications System (NCS)

Committee of Principals (COP),

publishes the FY 2000 National
Communications System Report. This report
highlights significant national security and
emergency preparedness (NS/EP)
telecommunications events and major NCS
initiatives, activities, and accomplishments
during fiscal year (FY) 2000.

BACKGROUND

On August 21, 1963, President John F. Kennedy
signed a Presidential Memorandum ordering
the formation of the NCS in the wake of
communications shortfalls in support of
national security decision making during the
1962 Cuban Miissile Crisis. The NCS’s original
mission was to “provide the necessary
communications for the Federal Government
under all conditions ranging from a normal

situation to national emergencies and
international crises, including nuclear attack.”
Today, the NCS continues to address NS/EP
communications challenges, many of which
evolved with changes in technology, the
marketplace, and national security threats.
Over the years, the role of
telecommunications in supporting the Nation’s
NS/EP functions expanded. By the late 1970s,
Government policy formally recognized that
the Nation’s telecommunications infrastructure
was an essential component of deterrence and
recovery in the face of nuclear attack from the
former Soviet Union. The expanded role of
telecommunications was also evident in light of
the growing complexity of Government, the
rapid growth in telecommunications
technologies and services, and the importance
of telecommunications in responding to
manmade and natural disasters.
Simultaneously, the impending
divestiture of AT&T and the proliferation of
service providers in the industry complicated
the means for satisfying NS/EP
telecommunications requirements. In



anticipation of the loss of a single point of
contact within the industry for NS/EP
telecommunications planning and service
provisioning, President Ronald Reagan
established the National Security
Telecommunications Advisory Committee
(NSTAC) by Executive Order (E.O.) 12382
in 1982.

Composed of chief executives from
major telecommunications and information
technology-related companies, the NSTAC
would provide the President with a unified
source of national security telecommunications
policy expertise unobtainable solely within the
Federal Government.

On April 3, 1984, President Reagan
signed E.O. 12472, Assignment of National
Security and Emergency Preparedness
Telecommunications Functions, which revitalized
and expanded the NCS. This executive order
formally reestablished the NCS structure to
include the Secretary of Defense as the
Executive Agent; the Manager, NCS, and staff;
and an NCS Committee of Principals (COP), to
represent the Federal member organizations.
The NCS’s mission, as defined by E.O. 12472, is
to assist the Executive Office of the President in
the exercise of wartime and nonwartime
emergency telecommunications
responsibilities, and to coordinate the planning
and provisioning of NS/EP communications
for the Federal Government under all
circumstances.

An important dimension of the
rechartered NCS was its mandate to serve as a
focal point for industry/Government NS/EP
telecommunications planning. Although the
NCS COP served as the mechanism for Federal
interagency coordination, the NSTAC and its
working group structure became the means for
the NICS to work with industry to address the
range of NS/EP telecommunications issues.

Through the collective resources of its
members and in partnership with industry, the
NCS continues to meet the full range of NS/EP
telecommunications challenges, from
supporting military operations and responding
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to natural disasters, to protecting the
telecommunications infrastructure from
electronic intrusion. As it has for over 35 years,
the NCS wiill continue to respond to emerging
challenges by leveraging its experience,
working relationships, and capabilities to
improve the security, reliability, and
interoperability of the national
telecommunications infrastructure.

ENVIRONMENT
FACING THE NCS

LEGAL AND POLICY ENVIRONMENT

ritical infrastructure protection (CIP)
‘ continues to be a priority concern

among policymakers in the
Administration and Congress. In October of
1997, the President’s Commission on Critical
Infrastructure Protection issued its landmark
report calling for a nationwide effort to protect
America’s infrastructures. Seven months later,
President Clinton issued Presidential Decision
Directive 63 (PDD-63): Protecting America’s
Critical Infrastructures, to establish a structure for
CIP initiatives and policy. In January 2000, the
White House published the first version of the
National Plan for Information Systems Protection.
This preliminary version focuses largely on
Federal efforts undertaken to protect the Nation’s
critical, cyber-based infrastructures. The second
version will include physical threats to the
infrastructure and private sector input on how to
implement a national strategy for infrastructure
assurance as envisioned by PDD-63.

Congress also directly acknowledged a
need for action to protect the Nation’s critical
infrastructures. On March 15, 2000, the House
issued Concurrent Resolution 285, designating
“cyberterrorism as an emerging threat to the
national security of the United States which has
the potentiality to cause great harm to the
Nation’s critical electronic infrastructure.”
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Shortly thereafter, the Senate established a
Critical Infrastructure Protection Working Group.
A myriad of Congressional committees and
subcommittees are examining key aspects of
CIP, such as removing barriers to information
sharing between industry and Government for
the purposes of cyber security.

Although it laid the groundwork
through policy directives and legislative
proposals, the Government recognizes that a
partnership with industry—the owners and
operators of the Nation’s critical infrastructures—
will be the cornerstone of meaningful CIP efforts.
Toward that end, the Administration designated
lead agencies in each of the recognized critical
infrastructures to work with private sector
leaders and organizations in
pursuit of a national strategy.
Moreover, the Government
encouraged the private sector to
establish Information Sharing
and Analysis Centers (ISAC) to
facilitate information sharing
among industry, and eventually
between industry and
Government, on infrastructure
vulnerabilities, threats,
intrusions, and anomalies.

The NCS continues to
leverage its NS/EP mission,
broad interagency membership,
and historic relationship with industry to take a
leadership role in this area. In March 2000, the
telecommunications sector designated the NCS’s
National Coordinating Center for
Telecommunications (NCC) as an ISAC—one of
the first ISACs to be established and the first to
encompass both industry and Government
participation. The NCS will continue to draw on
its longtime experience as a partner with industry
to forge new relationships in addressing CIP.

OPERATIONAL ENVIRONMENT

In the middle of FY 2000, two events
demonstrated to the Nation how profoundly
cyber attacks could affect users worldwide. In

.. . the Government

February 2000, a series of Distributed Denial of
Service (DDoS) attacks occurred within a span
of 44 hours. These massive DDoS attacks
crippled or shut down several popular Web
sites. At the time of the attacks, electronic
commerce accounted for $20 billion in the retail
market. That figure is predicted to reach $185
billion by 2004, with business-to-business
transactions totaling $2.7 trillion. In an
economic environment so heavily dependent
on the Internet, the February DDoS attacks
made network security a highly visible
national issue.

The second event, coming only 3
months later, reemphasized the danger of such
attacks. The “I LOVE YOU” virus originated in
the Philippines on May 4, 2000,
and propagated worldwide as

recognizes that

a partnership
with industry. . . will
be the cornerstone
of meaningful

CIP efforts.



businesses and Government began their work
day. By 6:00 p.m. that day, Carnegie Mellon’s
Computer Emergency Response Team (CERT)
Coordination Center had received more than
400 direct reports involving more than 420,000
Internet hosts. Although the damage from such
events cannot be calculated precisely, the CERT
Coordination Center estimated that damage
ranged from $100 million to $10 billion globally.
These events demonstrated how
rapidly cyber attacks can propagate throughout
the highly interconnected and interdependent
infrastructure on which both industry and
Government depend. Sophisticated, user-
friendly hacking tools that are widely available
on the Internet facilitated these attacks,
reducing the skills and knowledge required to
launch global cyber attacks. While these attacks
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were destructive, they also increased awareness
throughout industry and Government
organizations of the need to secure networks.
Today industry and Government are more alert,
better prepared, and more responsive to
subsequent attacks, significantly diminishing
their vulnerability to attack.

Hopefully, the heightened awareness of
the cyber threat will lead to more
industry/Government coordination to protect
the networks and systems composing the critical
infrastructures on which our Nation depends.
The NCS has a long history of facilitating
industry/Government coordination through
mechanisms such as the President’s NSTAC, the
NCC, the Government and NSTAC Network
Security Information Exchanges, and, more
recently, the NCC-ISAC for telecommunications.

TECHNOLOGICAL ENVIRONMENT

The explosive global growth of Internet
Protocol (IP)-based networks, coupled with the
expanding deployment of bandwidth
enhancing technologies, is redefining the
landscape for communications capabilities and
services. During FY 2000, telecommunications
service providers increased investments in data
networking equipment, such as IP gateways
and servers, that will promote the convergence
of traditional circuit-switched networks and
newer packet-switched networks.
Furthermore, a variety of companies, including
AT&T, Sprint, Level 3 Communications, and
Qwest Communications, continued to deploy
IP-based networks. This shift in focus indicates
a general movement away from traditional
public switched network technology and
toward next generation networks.

Although the evolution of the
telecommunications infrastructure toward a
diverse, broadband, packet-based network
promises enhanced services, it also presents
challenges in meeting NS/EP requirements.
For example, over today’s circuit-switched
network, the NCS administers the Government
Emergency Telecommunications Service to



NATIONAL COMMUNICATIONS

satisfy NS/EP functional requirements, such as
enhanced priority treatment of calls and
nationwide coverage. Similarly, the
Telecommunications Service Priority Program
satisfies NS/EP requirements, such as priority
treatment for the provisioning and restoration
of circuit-switched services. As the
telecommunications infrastructure evolves
toward the next generation network, additional
packet network-based NS/EP capabilities may
be needed to continue fulfillment of NS/EP
requirements.

The NCS is already working to ensure
that the national telecommunications
infrastructure remains responsive to the NS/EP
community’s requirements in the new
technological environment. Anticipating the
impact of packet-switched networks and the
Internet on NS/EP operations, the OMNCS
established a program office to examine and
plan for network convergence. Concurrently,
the interagency NCS Council of
Representatives formed an implementation
team to assist with those issues. Lastly, the
OMNCS is participating actively in standards

SYSTEM

organizations to ensure that NS/EP priority,
security, and reliability requirements are
considered for the next generation network.

REPORT ORGANIZATION

The subsequent sections of this report detail the
NCS’s FY 2000 activities and accomplishments
undertaken to fulfill its mission. Section Il
describes the emergency response activities of
the OMNCS. Section Il contains information
about the OMNCS'’s information assurance
activities and Y2K activities, plus a description
of OMNCS NS/EP telecommunications
support, activities, programs, and major
interagency initiatives. Finally, Section IV
reviews the NS/EP telecommunications
support and activities of the NCS member
organizations.

The FY 2000 National Communications
System Report reflects the NCS’s commitment
to meeting the full range of NS/EP
telecommunications needs for the Nation
under all circumstances.
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RESPONSE
ACTIVITIES

DISASTER RESPONSE—
HURRICANE FLOYD

he National Communications System’s

(NCS) National Coordinating Center for

Telecommunications (NCC) ensures

that Federal, State, and local responders

receive national security and emergency

preparedness (NS/EP) communications
support during Presidentially declared disasters.
The NCS also supports disaster relief efforts by
training key personnel and providing
telecommunications resources. During fiscal year
(FY) 2000, the NICS focused its support efforts on
programs, exercises, and training to improve
future disaster recovery response.

The NCS provided communications
support to disaster relief efforts in the aftermath
of Hurricane Floyd during FY 2000. In
addition, the NCS deployed three Individual
Mobilization Augmentees (IMA) to assist
NCS Regional Managers serving as Federal
Emergency Communications Coordinators
(FECC).

YEAR 2000 (Y2K)
TRANSITION SUPPORT

The NCC performed an essential role in
ensuring continued NS/EP telecommunications
services during the Y2K transition. By
employing a successful information-sharing
and coordination strategy among
telecommunications industry and Government
operations centers domestically and abroad, the
NCC served as an essential information
gathering and analysis center. The Web-based
database used to support NCC Y2K operations
registered more than 96,000 hits during the
New Year rollover period and almost 12,000 hits
during the Leap Year rollover period. Major
users of the system included SBC, Telecom
Italia, Telekom Malaysia Berhad, Bell Atlantic,
Sprint, Belgacom, Portugal Telecom, Saudi
Telecom, and GTE.

During the Y2K rollover, the NCC
served as a focal point for information sharing
and response among the telecommunications
industry and Government. The NCC



integrated the efforts of the Y2K Telco Forum,
Canadian Telecommunications Industry
Forum, International Telecommunication
Union (ITU), Federal Communications
Commission (FCC), General Services
Administration (GSA), Defense Information
Systems Agency, and all the divisions of the
NCS throughout the year for preparation,
coordination, and activation of the NCC
Operations Center for Y2K activities.

Using its Y2K information sharing
system and database, the NCC provided a
mechanism for real-time information exchange.
During the Y2K rollover period, 82 companies
in 41 countries reported the status of their
networks at a minimum of 10 scheduled
intervals during each 24-hour period. The
NCC established specific criteria that
companies needed to meet to participate in the
Y2K information sharing system.

The Office of the Manager, National
Communications System (OMNCS) designed
the system to meet the needs of a diverse group
with varying requirements. The OMNCS also
partitioned participants into domestic and
international sharing groups and granted
different levels of database privileges. In
addition to industry participants, Government
agencies (i.e., GSA, FCC, Department of State,
and Department of Defense) participated in the
Y2K information sharing system. Based on
information received, the NCC posted reports
every 4 hours on the status of networks
domestically and internationally.

Y2K TRAINING

Prior to the Y2K transition, the OMNCS
developed the NCC Y2K Database to aid in
collecting and disseminating information on
Y2K-related issues as they surfaced in the
telecommunications infrastructure. The
Operations Division conducted a series of
training events to familiarize a cadre of users
with the function of the database and its
associated suite of analysis tools. Training
participants included telecommunications
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Emergency Readiness Team personnel at the National
Coordinating Center for Telecommunications monitor incoming
Y2K information during Y2K operations last December.

(Photo by Robert Flores.)

industry representatives, NCC Emergency
Operations Team (EOT) members, FCC staff,
and ITU members responsible for Y2K
preparedness operations.

TELECOMMUNICATIONS
EMERGENCY RESPONSE
TRAINING

The Emergency Response Training (ERT)
seminars are a highly visible and successful
training program for the NCS. These seminars
are 2-day events designed to provide industry,
Federal, regional, State, and local personnel
with the background and information required
to successfully respond to a crisis. During
Phase Il of the ERT Program, 275 attendees
participated in four sessions. Six more
seminars will be held during Phase Ill.

Since the training program started in
1993, more than 1,800 attendees have
participated in 27 sessions. This program
continues to earn recognition for improving the
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emergency support function (ESF) #2 response
and recovery structure. During FY 2000,
seminars occurred in;

Atlanta, Georgia (Federal Region 1V)
Oakland, California (Federal Region 1X)
Irving, Texas (Federal Region VI)

San Juan, Puerto Rico (Federal Region I1).

vVvYyy

NCS REGIONAL MANAGERS
CONFERENCE

The Operations Division, with support from
GSA, held a Regional Managers Conference for
the Regional Emergency Communications
Planners and the NCS IMAs in January 2000.
Conference participants received detailed
information about the evolving roles and
responsibilities related to disaster planning and
response operations in the 10 Federal Regions.
The conference fulfilled the following objectives:

p Provided a forum for presenting NCS
programs supporting the Federal Regions

p Established new goals and objectives for
the expanding NCS regional role

p Identified regional support requirements

p Ensured participants understood ESF #2
roles and expectations

p Prepared regionally assigned drilling
NCS IMAs for their responsibilities during
emergency response as assistants to
the FECC.

SYSTEM

The conference was highly interactive,
generating discussion among the Regional
Managers and NCS IMAs on areas of common
interest. Participants generated findings and
recommendations for future actions supporting
and enhancing NCS mission readiness in areas
of planning, staffing, training, and exercise
support.

NCS CONTINUITY OF
OPERATIONS RELOCATION
EVENT

To ensure operational readiness in support of
the OMNCS NS/EP mission, NCC EOT and
telecommunications industry personnel
participated in a 3-day exercise at the OMNCS
relocation facility. Through scenario-based
activities, participants examined roles and
responsibilities, validated operational processes
and procedures, and reviewed external
coordination and collaboration requirements.
In conjunction with this event, the Operations
Division supported the Office of Science and
Technology Policy in a related training activity
that focused on addressing national-level
telecommunications issues.

EXERCISE TOPOFF

The Operations Division helped plan and
conduct the Department of Justice/Federal
Emergency Management Agency-sponsored
event. The no-notice counterterrorism exercise
took place in several U.S. locations and
involved top Government officials.
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NS/EP TELECOMMUNICATIONS
SUPPORT, ACTIVITIES,
AND PROGRAMS

his section highlights the activities and

accomplishments of the Office of the

Manager, National Communications

System (OMNCS), the National

Communications System (NCS), and

the national security and emergency
preparedness (NS/EP) community during fiscal
year (FY) 2000. The two introductory portions
of this section, OMNCS Critical Infrastructure
Protection (CIP) Activities and OMNCS Year
2000 (Y2K) Preparedness Activities, highlight
two significant issues the OMNCS addressed
during FY 2000. The remainder of the section
presents further details of OMNCS program-
specific activities.

OMNCS CRITICAL
INFRASTRUCTURE
PROTECTION ACTIVITIES

The OMNCS CIP activities support the mission
assigned by Executive Order (E.O.) 12472 and

the national CIP goals of industry and
Government. The OMNCS began FY 2000 with
a strategic emphasis on fulfilling its CIP mission
by improving its focus on CIP issues,
consolidating CIP resources, and creating a
strong CIP presence at the National
Coordinating Center for Telecommunications
(NCC). This approach has enabled OMNCS to
leverage its Customer Service, Technology and
Programs, and Operations Divisions to take full
advantage of their respective areas of
management and technical expertise in
addressing CIP issues. The following
paragraphs discuss the roles of each of these
divisions.

The Customer Service Division
supports the Government and National
Security Telecommunications Advisory
Committee (NSTAC) Network Security
Information Exchanges (NSIE), one with
Government members and one with primarily
industry members. The NSIEs address
technical issues affecting the security of the
public network (PN) by sharing information



about the unauthorized penetration or
manipulation of the PN software and databases
affecting NS/EP telecommunications services.
NSTAC and Government NSIE representatives
exchange ideas on technologies and techniques
for addressing threats and vulnerabilities, with
an emphasis on identifying causes of intrusions
and measures to protect the PN in the longer
term. The NSIEs have provided valuable input
to the OMNCS’s CIP efforts.

The Customer Service Division also
annually produces a report, The Electronic
Intrusion Threat to National Security and
Emergency Preparedness (NS/EP)
Telecommunications: An Awareness Document.
Historically, this report has focused primarily
on the traditional telecommunications
infrastructure. Given the growing importance
of the Internet and its potential for supporting
NS/EP operations, the FY 2000 report
examined the electronic intrusion threat to the
Internet. The final report is scheduled for
publication in early FY 2001.

For several years, this report has
provided an essential component for risk
assessments and countermeasure development.
Based exclusively on open source material, the
report describes the techniques involved in
computer intrusion and telecommunications
and information systems targeting, discusses
the motives of those actors who pursue such
activities, and identifies adversaries who could
use electronic intrusion to attack the PN and
interconnected telecommunications and
information systems. This report not only has
served as a reference for OMNCS’s CIP work,
but also has been shared throughout the NS/EP
community to increase overall awareness of the
electronic intrusion threat.

The Technology and Programs Division
helps to ensure that OMNCS has the
mechanisms and tools to fulfill its mission. In
the CIP arena, this division has focused on
defining the concept and functions of an
Information Sharing and Analysis Center
(ISAC) for telecommunications in the NCC and
on developing the Information Sharing
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Analysis System (ISAS), the systems and tools
to support the NCC-ISAC’s information
collection and analysis functions.

In March 2000, the ISAS achieved initial
operational capability (I0C), followed by
implementation of an upgraded interim system
in July 2000. The interim ISAS is an adaptation
of the NCC Y2K database, developed to
facilitate industry and Government information
sharing on Y2K events throughout the NS/EP
telecommunications community. Building on
the lessons learned from the NCC Y2K database
and the interim ISAS, the Technology and
Programs Division will derive functional
requirements for more advanced automation,
analysis, modeling, data fusion, and correlation
processes to support sharing of information
regarding all hazards that could adversely
affect the telecommunications infrastructure.

The Operations Division serves as the
operations focal point for the initiation,
coordination, restoration, and reconstitution of
NS/EP telecommunications and facilities. The
NCC-ISAC carries out the division’s role in the
OMNCS’s CIP activities. NCC membership
provides a basis for initial NCC-ISAC
membership, which is evolving to reflect a
broader base of technologies composing the
telecommunications infrastructure. The NCC-
ISAC gathers information about vulnerabilities,
threats, intrusions, and anomalies from the
telecommunications industry, Government, and
other sources. The NCC-ISAC then analyzes
the data with the goal of averting or mitigating
effects on the telecommunications
infrastructure. Results are sanitized to remove
proprietary and classified information and then
disseminated in accordance with sharing
agreements established by the NCC-ISAC
participants.

In contrast with the NSIEs, which focus
on the software and databases that support
NS/EP telecommunications, the NCC-ISAC’s
mission encompasses all hazards with the
potential to affect the telecommunications
sector. The NSIEs focus primarily on sharing
information in the longer term, with the



NATIONAL COMMUNICATIONS

objective of improving the overall level and
security in the PN. The NCC-ISAC emphasizes
collecting, sharing, and responding to
information on a near real-time basis to identify
potential attacks on the telecommunications
infrastructure. This effort is achieved by
analyzing reported events and symptoms as
rapidly as possible to avert or minimize
damage to telecommunications operations,
with prevention as a secondary goal. The
respective missions and emphases of the NSIEs
and the NCC-ISAC complement one another to
provide a full range of responses to the
vulnerabilities and threats to the Nation’s
telecommunications infrastructure.

In early May, the NCC-ISAC
demonstrated its ability to
provide timely and meaningful
dissemination of information
regarding the
telecommunications
infrastructure by its response to
the ILOVEYOU virus. This
hybrid virus and worm
originated in the Philippines
and propagated worldwide as
businesses and Government
agencies began their work day
on May 4, 2000. With the
cooperation of NCC-ISAC
members and NSIE
representatives, the NCC-ISAC
received information about the worm in time to
provide a first alert to some Government
agencies and telecommunications service
providers. This alert allowed these
organizations and agencies to respond to the
event proactively, resulting in minimal impact.
The NCC-ISAC’s dissemination of information
regarding the ILOVEYOU virus proved
effective and yielded some lessons learned that
could help refine NCC-ISAC procedures in
response to future cyber incidents.

Working together, OMNCS’s Customer
Service, Technology and Programs, and
Operations Divisions are well positioned to
identify emerging policy issues and make

The NCC-ISAC’s
dissemination of
information regarding
the ILOVEYOU virus

proved effective and
yielded some lessons
learned. . .
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strategic and operational adaptations to
address CIP concerns affecting the
telecommunications infrastructure on which
the NS/EP community depends.

OMNCS Y2K
PREPAREDNESS
ACTIVITIES

Before FY 2000, the OMNCS had engaged in
planning and support activities in preparation
for the millennium transition. During FY 1998
and FY 1999, the OMNCS became increasingly
involved in high-visibility Y2K events and
activities. In February 1999, the
U.S. telecommunications
industry Y2K Telco Forum
recommended that the OMNCS
lead an effort to create a
database for communicating
Y2K-related awareness
information to

critical users.

As a result, the OMNCS
began developing a database
during FY 1999 that provided an
early response mechanism for
17 the telecommunications
community, domestically and
abroad. Moreover, the OMNCS
and the NCC first published an
industry/Government Y2K Operations Plan on
May 19, 1999, and continued to expand and
update the document throughout the year.

The OMNCS used September 9, 1999, as
an opportunity to exercise its preparation for the
critical Y2K rollover date. Because programmers
had used “9999” as an end-of-file command
for a number of programs, there was a concern
that some programs would misinterpret the
“9/9/99” date as this end-of-file command.

The NCC activated its Emergency Operations
Team (EOT) for September 8-9, 1999.

While concerns over “9999” proved to be
unfounded, this activation allowed a dress



rehearsal for industry and Government
participants before the most critical date,
January 1, 2000.

During the Y2K rollover, the NCC
served as a focal point for information sharing
and response among the telecommunications
industry and Government. The NCC
incorporated requirements of the Y2K Telco
Forum, Canadian Telecommunications Industry
Forum, International Telecommunication
Union, Federal Communications Commission
(FCC), General Services Administration (GSA),
Defense Information Systems Agency (DISA),
and all the divisions of the NCS throughout the
year for preparation, coordination, and
activation of the NCC Operations Center for
Y2K rollover activities.

Using its Y2K information sharing
system and database, the NCC was able to
provide a mechanism for real-time information
exchange. The Web-based database used to
support NCC Y2K operations registered more
than 96,000 hits during the New Year rollover
period and almost 12,000 hits during the Leap
Year rollover period (February 29, 2000).
During the two rollover periods, 82 companies
in 41 countries reported the status of their
networks at a minimum of 10 scheduled
intervals during each 24-hour period. The NCC
established specific criteria that companies
needed to meet to participate in the Y2K
system.

The OMNCS designed the system to
meet the needs of a diverse group with varying
requirements. The OMNCS also partitioned
participants into domestic and international
sharing groups and granted different levels of
database privileges. In addition to industry
participants, Government agencies (e.g., GSA,
FCC) participated in the Y2K system. Based on
information received, the NCC posted reports
every 4 hours on the status of national and
international networks to the Information
Coordination Center (ICC). Overall, the Y2K
database proved so useful that the NCC-ISAC
developers based the ISAS database
architecture on that of the Y2K database.
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Most importantly, the existing
relationship between industry and Government
within the NCC contributed to the success of
the Y2K coordination effort. The following
additional factors associated with Y2K
information sharing played a critical role in the
success of NCC Y2K efforts:

A universally recognized threat,

A fixed deadline for mitigating the risk
and preparing contingencies,

Highly visible and focused Government
leadership,

Compelling business and political reasons
for industry participation,

Legislation to protect information and the
identity of the provider of the information,
Government-funded centers to support
the process,

Documented information sharing
agreements among all industry and
Government participants, and

p Anunderstanding that the process had a
finite life span and that the data would
then be deleted.

vV vV vV vV v VY

In addition to its central role in
maintaining the telecommunications Y2K
database, the NCS Operations Division worked
to ensure that its NS/EP telecommunications
programs, including Y2K database training,
the Shared Resources High Frequency
Radio (SHARES) Program, and the
Telecommunications Service Priority (TSP)
Program assisted in completing a successful
transition to Y2K. The Division conducted a
series of training events to familiarize the Y2K
database users with the functions of the database.
Additionally, the SHARES Program prepared to
provide a backup means of communications
using high-frequency (HF) radios. The SHARES
program ultimately was not needed during the
rollover. Moreover, the number of requests for
TSP restoration assignments increased 30 percent
as organizations prepared for the Y2K transition.
The TSP Program serves as the regulatory;,
administrative, and operational framework for
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the priority provisioning and restoration of
NS/EP telecommunications service.

The OMNCS also focused on
enhancing the National Telecommunications
Coordinating Network (NTCN). NTCN
ensured that coordinated communications
would be available among
telecommunications carriers, Federal
departments and agencies, and equipment
manufacturers during periods of potential
outage. The NTCN was activated but not
utilized during the Y2K rollover.

Furthermore, the Government
Emergency Telecommunications Service
(GETS) Program provides nationwide voice
band service for authorized
Government users engaged in
NS/EP missions. Federal, b
State, and local government
officials, as well as
Government-sponsored
industry personnel, received
GETS personal identification
numbers (PIN) prior to the
rollover period in anticipation
of network congestion during
the rollover.

The OMNCS’s overall
response to the Y2K problem
reflected the ongoing capability
of industry and Government to prepare for and
respond to NS/EP telecommunications
challenges. Y2K also provided the OMNCS with
an opportunity to test mechanisms for sharing
information among the telecommunications
sector in real-time. The experiences and lessons
learned will help shape the development of the
NCC as it becomes fully operational as an ISAC
for telecommunications. The systems developed
and the enhancements made to existing NCC
resources for Y2K are being adapted to fulfill the
ISAC function. The trust built between industry
and Government throughout the history of the
NCC and further developed in preparation for
Y2K sets the foundation for building trust
among ISAC participants to facilitate
information sharing.

The systems
developed and the
enhancements made
to existing NCC

resources for Y2K

are being adapted to

fulfill the ISAC
function.
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TECHNOLOGY AND
PROGRAMS

The Technology and Programs Division
implements evolutionary NS/EP
communications capabilities for an enduring
and effective telecommunications
infrastructure. The division develops technical
studies, analyses, and standards that promote
the reliability, security, and interoperability of
NS/EP telecommunications.

The division’s objectives emphasize
incorporating advanced, cost-effective
technology into NS/EP communications
programs. In fulfilling this mission, division
personnel evaluate emerging
technologies to mitigate
technical interoperability
impediments and to satisfy
NS/EP requirements. They use
this information as they
participate in industry and
international standards
organization meetings to ensure
that NS/EP requirements are
incorporated in the standards
and recommendations are
99 developed.

The following
paragraphs highlight the major
projects undertaken by the Technology and
Programs Division during FY 2000. For
information regarding the division’s CIP
activities, see the CIP portion of this section.

GOVERNMENT EMERGENCY
TELECOMMUNICATIONS SERVICE

BACKGROUND

The OMNCS established GETS to meet White
House requirements for a survivable,
interoperable, nationwide voiceband service for
authorized Government users engaged in



NS/EP missions. GETS satisfies these
requirements by providing emergency access
and specialized processing in local and long
distance telephone networks. GETS ensures
users of a high rate of successful call completion
during network congestion or outages arising
from natural or manmade disasters.

From the beginning, GETS planners
focused on the public switched network (PSN) as
the most efficient, reliable technology for
supporting a service that would meet NS/EP
mission requirements. The use of the PSN
leverages its vast resources — a $300-billion
infrastructure with more than 190 million access
lines, 26,000 switches, and 2,200 mobile switching
centers. The ubiquitous, robust, and flexible PSN
supports 95 percent of the Government’s
telecommunications needs. Despite its enormous
size and complexity, it averages 99.999-percent
availability. Exhibit 3-1 shows the various means
of communication through which GETS users

Exhibit 3-1 GETS Operational Concept
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can access the service.

The initial objective of GETS planners
was to expeditiously field a service that would
provide priority call treatment and then
incrementally improve the service with
specialized calling features. The strategy of
developing GETS by using the existing assets of
the PSN enabled early implementation and
provided for technical currency by leveraging
the continual improvements made by industry.
Using the software resources of the PSN also
made it unnecessary for the Government to
purchase, install, maintain, and eventually
update network equipment.

The approach to implementing GETS
initially focused on the interexchange carrier
(IXC) portion of the network. This approach
resulted in separate GETS contracts with AT&T,
WorldCom, and Sprint, the three largest IXCs.
As aresult, these carriers are the only IXCs
capable of authorizing and processing GETS

FTS2000
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calls. Therefore, it is critical that access to these
carriers be available at all PSN end offices and
mobile switching centers (MSC). Each of these
IXCs began with the same basic set of
functional requirements. However, as a result
of the implementation approach pursued by
each IXC and the inherent differences in the
structure of the IXCs’ respective networks, the
operational features and capabilities differ
slightly among the providers.

Today, the primary focus of feature
implementation has shifted to the local
exchange carrier (LEC) networks. DynCorp
(formerly GTE Government Systems Division)
received a separate integration contract (IC) for
integration of LEC implementation of GETS
and for overall GETS operation, administration,
and maintenance services. Advanced
intelligent network (AIN) technology provided
the basis for the first phase of GETS LEC
feature deployment, alternate carrier routing
(ACR). ACR enhances access by automatically
attempting all three GETS IXCs.

The GETS IC entered into contracts
with four primary switch manufacturers —
Lucent Technologies, Nortel Networks, AG
Communications Systems (AGCS), and
Siemens — for the implementation of priority
treatment and enhanced routing features on
their products. The GETS IC also entered into
contracts with LECs for the deployment and
operation of these features. During FY 2000,
deployment of features continued in several
LECs on Nortel, Lucent, AGCS, and
Electronisches Wahl System Digital switches.

The OMNCS also is investigating
potential enhancements in other PSN areas. The
GETS IC, through a contract with Lucent, is
investigating MSCs that provide “end-office”
functionality to wireless networks. Features
under consideration include not only the
extension of features currently deployed in
wireline switches but also enhanced capabilities
to obtain priority access to air channels from the
user handset to the wireless network.

Based on proposals by the switch
vendors that leverage recently completed LEC

il ““““‘“

feature development, the GETS Program is
investigating enhancements that would help
GETS calls terminate from the PSN to customer
premises (e.g., private branch exchanges
[PBX]). The GETS Program also continues to
monitor the potential impact of opportunities
offered by evolving network technologies, such
as industry’s recent movement toward offering
Vvoice service as a packet-based service.

OPERATION AND FEATURES

Access to GETS is quick and simple. Users
access GETS by dialing a universal access
number (1-710-NCS-GETS) using common
telephone equipment, such as a standard desk
set, secure telephone (e.g., Secure Telephone
Unit-Third Generation [STU-111]), facsimile,
modem, or cellular telephone. Telephones on the
Federal Telecommunications System (FTS) 2001
Network, the Diplomatic Telecommunications
Service, and the Defense Information Systems
Network (DISN) can also access GETS.

When a user dials a GETS access
number, a tone prompts the user to enter a PIN
and the destination telephone number. Even if
the access control system fails, a “fail open”
feature will allow authorized users to complete
their GETS calls. The OMNCS can deactivate
PINs as a result of fraud or abuse.

PRIORITY TREATMENT AVAILABILITY

In addition to implementing priority treatment
and enhanced routing features in the IXC and
LEC trunk networks, the OMNCS is working to
ensure that NS/EP calls receive priority in the
Signaling System 7 (SS7) networks that manage
calls in the carrier trunk networks. In 1993, the
American National Standards Institute (ANSI)
approved the High Probability of Completion
(HPC) Standard ANSI T1.631-1993 that
provides a classmark for NS/EP-related
signaling messages and a high-priority level for
those messages within the SS7 message priority
scheme. This standard was reaffirmed in



December 1999. The classmark allows NS/EP
calls to be recognized in any network,
facilitating the application of available GETS
features. The high-priority level improves the
likelihood that GETS calls would continue to be
processed if congestion were to occur within
the SS7 networks.

In 1996, ANSI modified
the SS7 standards so that (44
NS/EP traffic would not share
the higher priority level with
plain old telephone service
(POTYS) traffic. The GETS
Program worked closely with
the Network Interconnection
and Interoperability Forum
(NIIF) to facilitate industry
migration to the 1996 standard
related to SS7 message priority.
GETS representatives worked
with NIIF members to build
consensus on a migration plan
and schedule and won adoption of a resolution
codifying the plan.

In December 1997, NIIF introduced
Issue No. 0095, Implementing POTS IAM Priority
Level 0. Based on the resolution, plans have
been received from all members, providing
specific dates by which they will comply with
the standard. NIIF members are expected to
transition noncompliant switches by January
2001. The switches that either comply or will
soon have the capability to comply with the
standard will serve more than 90 percent of the
access lines in the Nation.

INTEROPERABILITY

Many of the significant challenges currently
facing GETS involve interoperation with other
networks and service providers. The GETS
Program Office is working with industry to
ensure consistent toll-free treatment for service
users at privately owned user-to-network
access devices. The GETS Program Office also
is working in concert with the GSA to enable

The GETS
Program Office is
working with industry

to ensure consistent
toll-free treatment for

Service users at
privately owned user-
to-network access

devices. gy

FISCAL YEAR 2000

Government users to maintain GETS access
during the transition from FTS2000 to FTS2001.

Like other services, GETS must navigate
the new services-rich, but highly competitive,
telecommunications environment spawned by
the Telecommunications Act of 1996. Resulting
industry deregulation has led to a significant
increase in the number of service
providers within the industry.
This environment has given rise
to difficulties in placing
successful toll-free GETS calls
from privately owned point-of-
exchange devices, such as coin
telephones and PBXs, in some
service areas. Testing has shown
these problems to be particularly
prevalent for coin telephones
owned and operated by small
businesses and PBXs operated by
the hospitality industry (e.g.,
hotels and motels). Commonly
encountered problems include the need to
deposit coins at a coin telephone before dialing,
improper charging by hotel and motel billing
systems, and the inaccessibility of GETS IXCs
because of business arrangements between user-
to-network device owners and IXCs.

Critical to solving the problem of toll-
free access at privately owned devices is
industry recognition of the 710 Numbering Plan
Area (NPA) as nongeographic, emergency, and
toll-free. To this end, the OMNCS is working
with the North American Numbering Plan
Administrator (NANPA) and the FCC to issue
guidance to industry regarding publicizing the
710 NIPA to give it stature as an emergency toll-
free service per sections 228(c) and 276(b) of the
Communications Act.

Based on this work, the NANPA issued a
planning letter (PL-NANP-172, April 12, 1999)
advising industry of the Government’s use of the
710 NPA.. This letter also notified owners and
managers responsible for user-to-network access
(including cellular/personal communications
services [PCS] networks, PBXs, and payphones)
of the need to ensure that 710 calls are not
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blocked by their equipment. Also, Telcordia
(formerly known as Bellcore) modified the Local
Exchange Routing Guide (LERG) to include
routing procedures for 710 calls.

In addition, the OMNCS is working
with coin telephone industry groups, such as
the American Public Communications Council
and hospitality industry organizations and
associations, to raise awareness of GETS as an
emergency, toll-free service to be given
treatment similar to that provided for 911
emergency, toll-free calls.

The GETS Program Office maintains
a partnership with GSA, Sprint, and
WorldCom to ensure that the interoperability
established between GETS and FTS2000 is
maintained during the transition to FTS2001.
The GETS Program office fully established
interoperation with Sprint FTS2001. Working
together, the GETS Program Office, GSA, and
WorldCom identified the source of
interoperability problems experienced by
some WorldCom FTS2001 users and
developed a solution in the WorldCom
laboratories that is expected to be deployed
technology by August 2000.

SUCCESSES

In addition to being used to overcome network
congestion and damage associated with natural
disasters, GETS played a significant role in Y2K
readiness preparations. Federal, State, and

local government personnel, as well as
Government-sponsored industry personnel
supporting Y2K received 10,000 GETS PINSs.
This represented a 33 percent increase in the
number of GETS PIN holders. The GETS
Program was successful in identifying
appropriate personnel and processing PIN
requests over a period of fewer than 3 months,
from October to December.

In the past year, the GETS Program
made significant progress in its outreach efforts
to State and local user groups. The number of
State and local agencies (including the
American Red Cross) with GETS accounts rose
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from 177 to 411 in 48 states, the District of
Columbia, Puerto Rico, and the Virgin Islands.
State and local users now account for 5,364 of
the more than 42,387 distributed GETS PINSs.

NS/EP COMMUNICATIONS
OVER THE INTERNET

The OMNCS is assessing the impact of Internet
technologies on NS/EP communications.
Although the public Internet presently carries
few critical NS/EP communications, NS/EP
communications use is likely to increase as
carriers implement Internet Protocol (IP)
networks to support voice and data
communications. Consequently, the OMNCS is
assessing the impact of IP network—-PSN
convergence on current NS/EP services (e.g.,
GETS and TSP). The OMNCS is also
spearheading the definition of NS/EP
requirements for network convergence and for
the unified, packet-based Next Generation
Network (NGN). The NCS is actively
participating in various Internet-related
standards bodies, including the Internet
Engineering Task Force and the International
Telecommunication Union (ITU), to increase
awareness of NS/EP requirements, including
methods of obtaining priority services over
the Internet.

PRIORITY ACCESS SERVICE

NSTAC identified the need for a wireless
priority service and recommended to President
Clinton that a service be established for NS/EP
users. This recommendation provided a basis
for the recent FCC Report and Order No. 00-
242, which allows commercial mobile radio
service to offer Priority Access Service (PAS) to
public safety personnel at Federal, State, and
local levels to meet the NS/EP needs of the
Nation. Timely emergency
telecommunications for Federal, State, and
local responders at a disaster site can be critical
for natural disasters and incidents that threaten



national security.

NS/EP use of wireless technology
during such incidents has significant
advantages. However, increased personal use
of wireless communications often creates
network congestion and high levels of call
blocking precisely when disaster relief officials
most need mobile communications. As a result,
the OMNCS, working with industry leaders,
industry associations, State representatives, and
standards bodies, developed the PAS Program
to facilitate and coordinate the development of
a cost-effective, uniform, nationwide wireless
priority capability that enhances NS/EP user
access to the PN.

The FCC, on July 13, 2000, announced a
Report and Order on wireless priority access.
The Report and Order, which will be effective
on October 10, 2000, adopted the wireless, 5-
level priority access scheme proposed by the
OMNCS and offers Federal liability relief for
NS/EP priority service providers.

The OMNCS is working with the FCC
to address the regulatory issues associated with
implementation of a priority access service. In
the interim, the OMNCS completed several
studies investigating the technical aspects of
PAS implementation.

FEDERAL WIRELESS USERS FORUM

The Federal Wireless Users Forum (FWUF)
provides an opportunity for current and future
Government users of wireless services to obtain
information on various types of services. The
OMNCS facilitates the FWUF, focusing on
technical issues and policies having
implications for NS/EP telecommunications.

PERSONAL COMMUNICATIONS SERVICES

The OMNCS’s efforts in personal
communications services focus on
standardizing the Stage 2 service description
for Priority Access and Channel Allocation-
Enhanced (PACA-E) service. The Stage 2
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description depicts the network architecture
and message flows needed to implement the
PACA-E service and describes how various
network entities interact to provide service.
This Stage 2 document is defining a new
feature PACA-E egress, which describes
how to queue a call attempt on the egress
side of the network. When the document is
finished, service providers can use it to
implement queuing on the egress side of
their networks.

The OMNCS actively participates in
joint projects with the Telecommunications
Industry Association committee standards
formulation groups concerning Enhanced
Wireless Emergency Services. When
developed, these standards will include
location services and congestion control.

ADVANCED
TECHNOLOGY GROUP

The NCS Advanced Technology Group (ATG)
investigates new and emerging technologies
that may prove beneficial to NS/EP users in the
future. Over the past year, the ATG researched
a range of topics, from orbiting satellites to
handheld wireless networks. These
technologies have the potential to revolutionize
the way that NS/EP responders communicate
during periods of NS/EP need.

SATELLITE NETWORKS

Satellite and stratospheric telecommunications
systems offer the potential for alternate routing
of NS/EP calls during instances of damage or
stress in the PSN. The NCS is continually
investigating the utility of purchasing voice and
data services from nonterrestrial service
providers.

Digital Broadcast Satellites

The NCS recently published a technical note
(Technical Note, volume 7, number 2, July 2000;
“Dir