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EXECUTIVE SUMMARY

One of the most significant roles of any government is to protect its citizens and their
property. In fulfilling this role, the responsibility of some government agencies include
protection from attacks by adversary nations and terrorists, and the destruction caused
by natural as well as man-made disasters. By enabling an immediate and coordinated
response to all emergencies, national security and emergency preparedness (NS/EP)
communications are a vital component of federal emergency response strategies.
Traditionally, federal departments and agencies have primarily used voice
communications to support NS/EP functions. However, to increase efficiency and
decrease costs, the Government is expected to leverage new information technologies.
This drive for efficiency is fueling a move toward the increased use of the Internet, e-
Government, and information technology (IT) applications to deliver NS/EP functions
and responsibilities.

The threat posed by electronic intrusion grows concurrently with the increased use of
electronic media, widespread availability of intrusion tools on the Internet, and the
increased use of the Internet and IT applications by adversarial actors such as foreign
agencies, terrorist and radical organizations, criminals and criminal organizations, and
hackers. An additional threat actor is the insider. The aforementioned threat actors
continue to become more sophisticated and security breaches show no sign of ebbing.
According to a study published in March 2000 by the Computer Security Institute (CSI),
90 percent of the respondents reported security breaches in the last 12 months. These
respondents were primarily large corporations and government agencies. The
respondents who were willing to provide financial data reported an aggregate annual
loss of $265,589,540. No governing body has the authority to enforce security policy on
the Internet. Security on the Internet must be addressed and precautions taken if NS/EP
operations are to be conducted safely on the Internet.

KEY FINDINGS

There has been a tremendous increase in the number of reported attacks against
information systems. Three major trends that may have contributed to this
growth are the availability of increasingly sophisticated automated intrusion
tools, the virtually exponential increase in the number of attractive targets, and
the proliferation of globally connected systems.

With the advent of publicly available software development tools for creating
malicious software, the risk from this type of software has increased. Most of
this software can be downloaded easily from the Internet and is simple to use.
Many of these programs offer a menu-driven process that easily constructs a
ready-to-use virus and require little or no computer programming knowledge.
With global network connectivity, these development tools and their products
are easily spread without regard for geographic limitations.

Although a strategic cyber attack on U.S. critical infrastructures has not occurred,
there is growing evidence of the increased sophistication in information warfare
(IW) capabilities of foreign agencies. An attack is likely to cut across the public
and private sectors and civilian and military domains. This will require an
unprecedented degree of collaboration and cooperation between industry and
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the Government to allow the Nation to protect itself and respond to future
incidents.

Foreign governments can pose a serious and structured threat because they not
only have access to the appropriate technology, but also are able to enhance the
effectiveness of this technology through the use of the all source intelligence
support, extensive funding, and organized professional support. In addition,
government agencies may be able to conduct more extensive programs because
of their willingness to invest in longer term goals and objectives. According to
the Central Intelligence Agency (CIA), many countries thought to be developing
IW programs consider cyber attacks against public and private computer
systems in the United States to be the kind of asymmetric option they will need
to level the playing field during an armed crisis against the United States.

Terrorist groups and radical organizations are becoming computer literate and
finding that the low cost and widespread availability of the Internet can further
their goals. As of August 1999, virtually every type of terrorist group and radical
organization could be found on the Web, including freedom fighters, crusaders,
propagandists, and mercenaries.

The rapid growth of the Internet is attracting a growing number of criminals
looking for new areas to exploit and new ways to make money. The increase in
Internet access allows criminals to conduct business without geographical
limitations. Russian criminal organizations are now conducting business with
narcotics traffickers worldwide, Chinese Triads, and Japanese Yakuza.
According to reports, the Russian Mafiya is marketing itself as a provider of
cybercrime services. Criminals may find the Internet appealing because of the
difficulty in tracking specific actions back to the originator.

Although system administrators and security specialists have often regarded
hackers as nuisances in the past, the escalating consequences of network failure
or disruption means that the actions taken by hackers could cause serious harm.
A survey of 164 hackers found that:

- 49 percent of the respondents cited challenge, knowledge, and pleasure as the
motivation of their activities

- 24 percent identified recognition, excitement, and friendship

- 27 percent of hackers cited more dangerous motivations of self-gratification,
addiction, espionage, theft, profit, vengeance, sabotage, and freedom.

Although these results support the concept that most attacks committed by
hackers lack political or criminal motivations, they nevertheless pose a threat to
NS/EP communications. Hackers may unintentionally disrupt a NS/EP system
or they may be unwittingly directed by their peers, terrorists, or criminal
organizations into attacking specific targets or sets of targets that would
otherwise be unattractive. This is not to say that ideologically motivated hacking
does not occur. Hactivism has become increasingly common in recent years.
Hactivist attacks are often conducted to bring attention to issues and activities
that hackers believe are politically or morally important.
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The capabilities displayed by hackers have increased rapidly as attack tools have
become not only more prevalent, but also easier to use. Many attack tools are
almost completely automated, whereas others are more difficult to use but allow
advanced users to customize the attack. In addition, hackers regularly discuss
vulnerabilities and intrusion techniques in public forums. This information can
be collected and exploited by adversaries.

The insider threat to NS/EP systems, the Internet, and networks in general is
largely misunderstood and underestimated. Although some security experts
estimate that as much as 85 percent of all computer crimes are committed by
insiders, media reports have focused primarily on external computer hackers and
traditional threat actors. Furthermore, an insider is no longer simply an
employee. With the increase in remote access to systems, the insider can
encompass employees, former employees, contractors, vendors, business
partners, customers, and even competitors. Organizations have often preferred
to address malicious insiders internally rather than risk the loss of customer
confidence that may accompany a public disclosure of a malicious insider.

CONCLUSIONS

Telecommunications and information systems are high-priority targets because of not
only the United States’ extensive dependence on information infrastructures for its
economic and national security, but also the types of information they carry and their
central role in supporting NS/EP requirements. Electronic intrusion will remain a
serious threat to the Public Network (PN), NS/EP telecommunications and information
systems, and interconnected infrastructure systems. Any protracted loss of critical
information infrastructure capabilities could severely harm national security and the
national welfare.
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1. OVERVIEW AND SCOPE

This report examines the electronic intrusion threat to national security and emergency
preparedness (NS/EP) communications on the Internet. Electronic intrusion threat is an
essential factor to be considered in risk assessments and as such, provides a baseline for
countermeasure development. The analysis in this report is based exclusively on open-
source material. The techniques involved in computer intrusion and telecommunications
and information systems targeting are described, and the motives of those who pursue
such activities are discussed. The report also examines how attacks targeted at the
Internet and related networks or which use the Internet as an attack medium may affect
NS/EP communications networks.

This report raises awareness of the threats to NS/EP activities that rely on the Internet. A
threat to information systems is defined as any circumstance or event with the potential
to harm an information system through unauthorized access, destruction, disclosure,
modification of data, and/or denial or disruption of service." Electronic intrusion is
examined in the context of the threat it poses to NS/EP communications, which rely on
the Internet and the telecommunications and information systems to which the Internet is
linked.

In addition, this report reviews the opportunities that intruders may be afforded by
global interconnectivity and the availability of inexpensive and powerful technological
capabilities, and discusses the implications of these trends for the increasing use of
Internet systems for NS/EP communications.

The objectives of the report are as follows:

Describe the electronic intrusion capabilities of foreign governments and
economic competitors, terrorists and radical organizations, criminals and criminal
organizations, hackers, and insiders.

Explain how the threat posed by electronic intrusion and the growing
dependence on automated information systems (AIS) has increased the risks to
NS/EP communications.

Briefly examine several incidents to demonstrate the potential effect of threat
capabilities.

Sections 2 through 5 of this report discuss the following:

2. Background — reviews basic NS/EP functions, the general systems that
comprise the Internet, the United States’ dependence on those systems, and some
of the issues surrounding the convergence of Internet technologies with the more
established technologies of the public network (PN).?

' National Security Telecommunications and Information Systems Security Committee, National Information
Systems Security (INFOSEC) Glossary, NSTISSI 4009, Revision-1, January 1999, p. 45.

? The Public Network (PN) is operated by common carriers of telecommunications administrations for the
provision of circuit-switched, packet-switched and leased-line circuits to the public. Harry Newton,
Newton’s Telecom Dictionary. Flatiron Publishing; New York, 1998, p. 578.



3. Tools and Technigues— examines some of the software-based tools and
techniques that intruders use to compromise a system.

4. Threats — discusses the threat actors, which are divided into five groups:
foreign government agencies, intelligence services, and economic competitors;
terrorist organizations; criminal organizations; hackers; and insiders. Each of the
five groups is discussed in terms of motivation, capabilities, and the possible
impacts on NS/EP operations.

5. Conclusions — Briefly summarizes the key points of the report and their
implications for NS/EP communications on the Internet.

As with previous versions of this report, no proprietary or classified information was
used in its preparation, and judgments made in the report are based on publicly available
data. Basing the report exclusively on open-source material broadens the audience to
which it can be disseminated throughout the Government and private sector. While
every effort has been made to use reliable and proven sources, the National
Communication System (NCS) has not independently verified the facts presented in the
open source material. Rather, the NCS has accepted the facts as reported and has used
them to illustrate some of the possible threats to NS/EP systems.



2. BACKGROUND

The United States communications infrastructure has evolved into a complex multitiered
system of systems. The base consists of networks belonging to the power industry,
which provide energy for the infrastructure. The next level consists of networks
associated with the PN belonging to the telecommunications industry, and they provide
communication. The upper tier consists of multiple networks belonging to the
Government, business, finance, transportation, and the military. Most NS/EP systems
operate at this upper tier. All of these systems are connected at some level either
vertically or horizontally. The operations and maintenance (O&M) systems used to
support all of these networks are connected by the networks they support. The
interdependence of systems and networks distributes the risk of system failure and abuse
across all the networks; however, migration to the Internet for O&M functions is
accelerating the risks.

A sentinel event in the early 1990s is the invention of the browser and the router. These
inventions have made the Internet accessible to the entire world. The Internet growth
from 1969 to 1999 is reflected in Figure 2-1. The vertical axis of the graph shows the
number of hosts. This is a logarithmic plotting, and clearly illustrates the exponential
growth of hosts on the Internet. This rate of growth shows no sign of decreasing.

le+08
|

ARPANET a®

« Host Tables B 5] ot

* NW B o]

O NW adjusted .ﬁ
L o NW unadjusted
3 = NW New Method f

L4
*

Number of hosts
le+04

1e+02
|

Te+00
|

T T T T T T T
1970 1975 1980 1985 1990 1995 2000

Year

Copyright (c) 1999 MIDS http:/ /www.mids.org/

Figure 2-1: Internet Host Numbers: 1969 - 1999

This report makes the fundamental assumption that the Internet and information
technology (IT) will continue to expand and government departments and agencies will
increasingly rely on the Internet and its associated technologies. Additionally, NS/EP
and mission critical applications and communications will use either the Internet directly
or private networks that rely on Internet technologies.



2.1 NS/EP FUNCTIONS

This section briefly overviews NS/EP responsibilities, NS/EP communications services,
and the functions they support. The section concludes with a discussion of the NS/EP
community’s current dependence on the Internet.

2.1.1 NS/EP Responsibilities

Executive Order (E.O.) 12656, “Assignment of Emergency Preparedness Responsibilities”
(18 November 1988), sets forth the policy of the United States in this regard, stating the
objective of having “sufficient capabilities at all levels of Government to meet essential
defense and civilian needs during any national security emergency.” E.O. 12656 defines
a national security emergency as, “any occurrence, including natural disaster, military
attack, technological emergency, or other emergency, that seriously degrades or seriously
threatens the national security of the United States.”

2.1.2 NS/EP Communications Services and the Functions They Support

Federal departments and agencies rely heavily on telecommunications to fulfill the
emergency preparedness responsibilities assigned to them by E.O. 12656. NS/EP
communications services support government operations to maintain a state of readiness
or to respond to and manage any event or crisis (local, national, and international), which
causes or could cause harm to the population, damage to or loss of property, or degrades
or threatens the NS/EP posture of the United States." E.O. 12472, “Assignment of
National Security and Emergency Preparedness Telecommunications Functions,”

(3 April 1984) directs that “the National Communications Systems (NCS)’ shall seek to
ensure the development of an NS/EP telecommunications infrastructure that is
responsive to the NS/EP needs of the President, federal departments, agencies, and other
entities” and which will satisfy priority telecommunications requirements under all
circumstances.” The NCS must seek to ensure that the national telecommunications
infrastructure “incorporates the necessary combination of hardness, redundancy,
mobility, connectivity, interoperability, restorability, and security to obtain, to the
maximum extent practicable, the survivability of national security and emergency
preparedness telecommunications in all circumstances, including conditions of crisis or
emergency.”’ By enabling an immediate and coordinated response to all emergencies,
NS/EP communications are a vital component of federal emergency response strategies
to maintain the safety and security of the United States.

For a detailed discussion of NS/EP communications services and the functions they
support see Appendix B.

® Executive Order (E.O.) 12656, “Assignment of Emergency Preparedness Responsibilities,” November 18,
1988, Section 101 (a).

“ FCC 88-341, National Security and Emergency Preparedness Telecommunications Service Priority System,
November 17, 1988.

® For a list of NCS member organizations, see Appendix A.

® Executive Order 12472, “Assignment of National Security and Emergency Preparedness
Telecommunications Functions,” April 3, 1984 Section 1 (c) (1).

" Ibid.



2.1.3 NS/EP Community’s Current Dependence on the Internet

By their very definition, NS/EP communications systems must provide reliable
communications throughout the spectrum of possible emergencies. For decades, Federal
departments and agencies have used voice communications as their primary mechanism
to support their NS/EP functions. However, the need for increased amounts of data has
made the use of voice communications inefficient for many of the required services. The
Government is expected to leverage new technologies to provide these services in a more
creative, economical, and efficient manner. As technological advances continue to alter
the way information is transferred, stored, and prioritized, the use of the Internet,
e-Government, and IT applications to deliver NS/EP functions and responsibilities is
likely to increase. Appendix C examines some of the evolving technologies that may
encourage increased use of the Internet by government agencies.

The NS/EP community’s direct dependence on the public Internet for mission-critical
operations is currently modest, with most of the community using intranets that do not
rely on the public Internet. Nonetheless, certain NS/EP activities do involve the public
Internet. For example, some federal departments and agencies use secure servers to
place proprietary or sensitive data on the Web.

As advances in security increase reliance on the Internet, and departments and agencies
begin to explore ways in which Internet technologies might enhance NS/EP capabilities,
it is likely that mission-critical activities will increasingly depend on the Internet. As this
transition occurs, a severe disruption of Internet service would likely degrade NS/EP
operations. Consequently, it is necessary to investigate possible threats to Internet
technologies. Electronic intrusion is one such threat that could potentially interfere with
the Internet, and in turn, with the expanded NS/EP operations that the Internet will
eventually support.

2.2 INTERNET DESCRIPTION

The PN is a vast, complex, diverse commercial resource that provides global
communication services. Initially, the PN was a monolithic circuit switched network,
providing end-to-end and local voice communication services. Significant legal
judgments, which have resulted in deregulation, along with technological advancements,
have contributed to PN development. The PN has grown to include any switching
system or voice, data, or video transmission system used to provide communications
services to the public (e.g., public switched networks (PSNs), public data networks,
private line services, wireless systems, and signaling networks).’

The development of the Internet, however, accounts for one of the most dramatic
changes in the composition of the PN. The Internet was initially designed as a
nationwide computer network that would continue to function even if a large portion of
it were destroyed in a nuclear war or natural disaster. It slowly evolved into a network
that was used by academic institutions, scientists, and the Government primarily for

® An Assessment of the Risk to the Security of Public Networks, Office of the Manager, National Communications
System, Washington, DC, December 12, 1995, p. 1.



research and data communications. Since the Internet was made available to the public,
usage has increased dramatically.

2.2.1 Internet Technology

Telephone networks and the Internet comprise the majority of the PN. The traditional
telephone network, the PSN, uses circuit switching.” When a user wants to send
information or make a telephone call, the network must first establish a connection
between the sender and the receiver. The user is not connected until an entire route, or
circuit, from one phone to another is open. When the network establishes the circuit, it
also reserves a constant transmission rate in the network’s links for the duration of the
connection. This reservation allows the sender to transfer the data to the receiver at the
guaranteed constant rate. This means that circuit switched networks send data at its
assigned time, in contrast to packet switched networks, which send the data packet
whenever it is present in the link.”

The Internet is a packet-switched network. In packet-switched networks, resources along
the route of the packet are not reserved for an entire session. Each packet is sent into the
network without reserving any bandwidth. A session’s messages use the resource on
demand and may have to wait for access to a communications link. Between the source
and destination of a packet-switched network, each packet proceeds through
communications links and packet switches or routers. Packets are transmitted over each
communications link at a rate equal to the full transmission rate of the link. The
sequence of packets being sent does not follow any periodic ordering.” The ordering is
random and statistical. If one of the links is congested because other packets need to be
transmitted over the link at the same time, then the packet will have to wait in a buffer at
the sending side of the transmission line and incur a delay.

Although today’s telecommunications networks use both packet-switching and circuit-
switching technologies, many of today’s circuit-switched telephone networks are slowly
migrating toward packet switching.”” Packet-switching can offer better sharing of
bandwidth than circuit switching and is more efficient and less costly to implement.

2.2.2 The Internet and Security

The Internet was not developed with security in mind. There is no governing body on
the Internet to ensure compliance with security measures. Although freedom from
authority fosters innovation, it has an adverse effect on security. The distributed denial
of service (DDoS) attacks in February 2000 illustrate how lax individual security can
affect Internet security. Attackers used intermediary sites to launch attacks on the
targeted sites. These activities were transparent to the intermediate sites. Consequently,

° For the purposes of this report, the term “Public Switched Network” (PSN) will be used to denote the circuit
switched network traditionally identified as the telephone network. The term “Public Network™ (PN)
will encompass both the PSN and the Internet.

 The Network Core, University of Massachusetts, October 19, 1999, accessed March 8, 2000, at http://www-
net.cs.umass.edu/kurose/introduction/network_core.htm.

“ The New Global Telecommunications Industry and Consumers: Chapter 1, National Association of Regulatory
Utility Commissioners, March 8, 2000.

2 The New Global Telecommunications Industry and Consumers: Chapter 1, National Association of Regulatory
Utility Commissioners, March 8, 2000.



the intermediate sites did not realize they needed to implement security measures to
prevent the attackers from using them to attack the targeted sites; further, they had no
motive, other than general good will, to close the vulnerabilities on their sites that
facilitated the DDoS attacks. Without some central authority to ensure full
implementation of security measures, each organization is more or less on its own and
can be at the mercy of other organizations whose concern about security is far less than
their own, or maybe even nonexistent. For corporations to trust the Internet with their
most sensitive data, additional precautions must be taken to ensure the right people are
accessing the corporation’s networks and that only authorized users can read transient
data. Security of the Internet must be addressed, and precautions must be taken if
NS/EP operations are to be conducted safely on the Internet.

2.3 NS/EP FUNCTIONS AND THE INTERNET

The increasing importance and popularity of Internet technologies is affecting not only
the commercial sector but also the Federal Government. Departments and agencies
routinely use the Internet for activities such as electronic mail (e-mail), procurement,
public outreach, and information sharing. As this technology continues to grow and
expand, the possibility exists for the Internet to extend its support to NS/EP functions
and missions. Although this movement may yield operational benefits and cost savings
for the Government, it also raises important concerns regarding the consequences a
severe disruption or failure of the Internet may have on the NS/EP community’s ability
to respond to critical missions.

An important issue to be cognizant of when discussing the Internet and NS/EP services
is the distinction between the words use and dependence. In its Internet report, the
President’s National Security Telecommunications Advisory Committee (NSTAC)
delineates this distinction:

“NS/EP use of Internet technologies denotes employment of Transmission
Control Protocol/Internet Protocol (TCP/IP) networks to support non-mission
critical functions that, if disrupted, would not impair the ability to fulfill NS/EP
responsibilities. Examples of NS/EP non-dependent use of Internet
technologies include outreach and information sharing.”

“NS/EP dependence on Internet technologies exists when a mission critical
function is significantly impaired by the severe degradation of a TCP/IP
network. NS/EP dependence on Internet technologies means the use of
TCP/IP networks to support mission critical operations necessary to respond to
an NS/EP event or crisis, or general operational activities that, if disrupted,
could impair the agency’s ability to fulfill its NS/EP responsibilities.”*

2.3.1 NS/EP Dependence on Dedicated TCP/IP Networks

Presently, the NS/EP community depends more on dedicated TCP/IP networks, or
intranets, for mission critical operations than on the public Internet. A dedicated

¥ National Security Telecommunications Advisory Committee, Internet Report, An Examination of the NS/EP
Implications of Internet Technologies, June 1999, p. 4.
“ Ibid., p. 4.



network is “physically and/or virtually separate from public networks and is used by
only specified entities, as opposed to the Internet, which can be used by all.”* However,
intranets rely on the same architectural design, protocols, applications, and hardware,
including routers and servers, as the public Internet. Because many intranets rely on
much of the same physical infrastructure as the Internet, the disruption of the Internet
may result in disruption of some intranet functions. Intranets may also be connected to
and depend on the public Internet for network functionality, including transport and
connectivity. For instance, intranets may use the Internet to connect Intranet nodes or
provide remote access to end-users."”

Intranets are directly controlled by operating organizations able to implement their own
security policies and restrict access to authorized users; therefore, they provide a more

secure network infrastructure than the Internet. Because intranets may be directly

connected to and dependent on the Internet, however, they are also vulnerable to the

same security threats and degradation of network availability, reliability, integrity, and
user confidentiality as the Internet, albeit on a smaller scale. Without multiple
connections or alternative means of connecting Intranet components, Internet failures
could affect intranet support capabilities.”

Despite these risks, dedicated networks are more secure than the Internet, making

government departments and agencies more willing to depend on those networks for

their current mission critical needs. Table 2-1 lists a variety of dedicated TCP/IP

networks used by the NS/EP community.*

Table 2-1: NS/EP-Related Dedicated TCP/IP Networks

NAME DESCRIPTION SUPPORT
Nonclassified Supports unclassified but sensitive applications. Department
Internet Protocol Is connected directly to the Internet to download material. | of Defense
Routing Relies on the PN for transport capabilities. Subject to PN (DoD) and 7
NETwork related vulnerabilities. civilian
(NIPRNET) agencies
Secure Internet Supports applications classified Secret or below. DoD and 7
Protocol Routing civilian
NETwork agencies
(SIPRNET)

Joint Worldwide Global network designed to support Top Secret/Sensitive | DoD and 15
Intelligence Compartmented Information (TS/SCI) level applications. | civilian
Communications Provisioned by the Defense Information Systems Agency | agencies
System (DISA).

(JWICS) Used for secure data networking, broadcasting, and video

teleconferencing.

** National Security Telecommunications Advisory Committee, Internet Report, An Examination of the NS/EP
Implications of Internet Technologies, June 1999, p. 6.

“ Ibid, p. 61.
“ Ibid, p. 61.
 Ibid., p. 10.




NAME DESCRIPTION SUPPORT

Open-source - Operated by the Community Open-Source Program Office | Network of
Information (COSPO) and managed by the Foreign Broadcast inter-
System Information Service (FBIS). connected
(OSIS) - Allows access to and sharing of open-source and sensitive, | agencies

but unclassified U.S. Government information.
Structured as a virtual private network (VPN) and
protected by firewalls.

Connects to the Internet only at the firewalls.

Can be accessed through a direct connection, a dial in
connection through a firewall, or through the public
Internet.

Relies on Internet architecture and is subject to the same
vulnerabilities as the Internet.

2.3.2 Current NS/EP Dependence on the Internet

As discussed in the preceding section, the NS/EP community relies on some dedicated
TCP/IP networks; but it also relies on the Internet to execute some NS/EP tasks. For
example, the Government does depend on the Internet for applications such as remote
access and secure Web site capabilities. The Agriculture, Justice, and State Departments
all use the Internet for remote access to agency networks. For instance, the State
Department uses America Online (AOL) as its international Internet service provider
(ISP) for remote access to unclassified documents by staff traveling overseas.” Many
departments and agencies also use secure Web sites to place proprietary and/or sensitive
data on the Web. Access to this data is gained through protocols such as Secure Socket
Layer (SSL), which provides 128 bit encryption for data transmission and is already built
into common Web browsers such as Netscape and Microsoft Internet Explorer.

However, while disruption of the above government services could affect certain NS/EP
administrative and coordinating capabilities supporting NS/EP missions, it would not
affect the NS/EP community’s ability to accomplish mission critical functions.

Most federal departments and agencies are also increasingly promoting Internet use. In a
November 1997 report, Defense Reform Initiative Report, the Federal Government
recognized the importance of Internet-based commerce and stated that the Department
of Defense (DoD) intends to use Internet technology in commercial contracting and
procurement activities.”” Despite its significant security concerns, the Navy also
encourages use of the Internet. Recently, the Pacific and Atlantic Fleets developed an
Internet policy for “the widest permissible use of their systems and networks to access
the Internet, surf the Web, and communicate through Internet-based e-mail.”* As the
reliability and security of the Internet increase, it is likely that the NS/EP community will
also begin to view the Internet as a means to directly support mission critical functions.

* National Security Telecommunications Advisory Committee, Internet Report, An Examination of the NS/EP
Implications of Internet Technologies, June 1999, p. 8.

? Ibid., p. 11.

# bid., pp. 11-12.




2.3.3 Evolving Technologies, Applications, and Protocols

Although security, reliability, availability, and service priority issues render the Internet
inadequate to support mission critical operations, a number of evolving technologies,
applications, and protocols may further encourage and make possible the extension of
Internet usage within the NS/EP community. These include virtual private networks
(VPN) which function much like dedicated TCP/IP networks, protocols that are being
designed to provide priority to time-sensitive or mission critical applications, and the
next generation Internet. These evolving technologies, applications and protocols would
increase network functionality, capability, security, and reliability beyond what is
available now. For a more detailed discussion of evolving technologies, applications, and
protocols, see Appendix C.

2.3.4 Implications of Electronic Intrusion

As the Government becomes more dependent on the Internet and Internet technologies
in support of NS/EP functions, it will be increasingly important to consider the wide
range of present-day vulnerabilities stemming from electronic intrusions that could
consequently affect the reliability and availability of those functions. Although acts of
vandalism by hackers, such as defacing or modifying a department’s or agency’s Web
site, are unlikely to severely disrupt an organization’s ability to carry out mission critical
NS/EP tasks, denial of service (DoS) or malicious coding attacks could be far more
problematic.” DoS attacks, where networks are deliberately flooded with large volumes
of data, could disrupt physical components of the network or manipulate data in transit,
rendering a network either partially or fully unavailable for mission critical tasks. Recent
online attacks against Yahoo and eBay illustrate the paralyzing effect DoS attacks can
have on network functionality. In addition, deficient security measures in an
organization’s connections to the Internet leave the network vulnerable to intrusion
through malicious software coding. Security vulnerabilities must be resolved before the
NS/EP community can rely on the Internet for mission critical tasks.

2.4 CONVERGENCE ISSUES

Several factors, including the exponential growth of the Internet and the increasing
deployment of high-speed fiber optic networks, have initiated the development of a Next
Generation Network (NGN). Telcordia Technologies defines the NGN as, “a packet
based network that employs new control, management, and signaling techniques to
provide all types of services from basic, narrowband voice telephony services to
advanced broadband, multimedia services.”” The present convergence of the traditional
PSN with the packet switched Internet Protocol (IP) based Internet represents the initial
stages of this newly emerging network. Although this architecture offers many benefits
to service providers and customers alike, it also promises to significantly alter the
existing communications infrastructure, raising a variety of challenges that must be
resolved before the network can become fully functional and ubiquitous.

#National Security Telecommunications Advisory Committee, Internet Report, An Examination of the NS/EP
Implications of Internet Technologies, June 1999, p. 37.
2 Network Evolution and Convergence Report, Telcordia Technologies, June 1999, p. 5-18.
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24.1 Challenges to Network Convergence

Although network convergence has great potential to vastly increase the capabilities of
the telecommunications infrastructure, converged networks face challenging security,
Quality of Service (QoS), and reliability issues. These issues must be resolved before the
network can achieve the levels of availability and reliability offered by the PSN.

24.1.1 Security

The security implications of convergence are not yet fully understood; however, at a
basic level, interconnection with the Internet places the PSN at increasing risk.” The
Internet is a global network of networks with unrestricted access and no governing body
to manage security concerns. Although industry groups, such as the IP Security
Consortium and the Internet Engineering Task Force, have taken the lead in addressing
privacy and authentication, a variety of other risks must be resolved.”

Increasing competition, changing regulations, and growing customer expectations are
driving carriers to rapidly transform the ways in which their networks operate. For
instance, in an attempt to be more customer focused, carriers are beginning to replace
legacy Operating Support Systems (OSS) with newer versions designed to allow
customers to “manage and provision their own services through the Internet using a Web
browser.””* This direct contact between the OSS and the customer opens the door for an
indirect attack on the PSN through the Internet. An intruder could attempt a variety of
activities, such as launching a DoS attack on the host Web server, impersonating an
authenticated user in order to insert corrupt data, or even infiltrating online billing
systems to interrupt a carrier’s revenue stream.”

The deployment of new network elements directly linking the Internet to the PSN also
dramatically increases the vulnerability of the circuit-switched network. Development of
the products and services in the converged environment is a competitive endeavor, and
many companies are racing to release their products as quickly as possible, leaving very
little time to thoroughly test their functionality and security. Furthermore, introduction
of network elements directly connecting the Internet with the PSN also opens access to
the PSN to any individual with a computer and an Internet connection. In this scenario,
a hacker could gain access to thousands of network features (e.g., switches) across
innumerable networks.”

These are only a few examples of the security implications of convergence; they represent
substantial challenges that must be overcome before the network can become fully
functional and publicly accepted.

* “Challenges in the Next Generation Networks,” Briefing to the Information Technology Progress Impact
Task Force of the NSTAC, Telcordia Technologies.

* Network Evolution and Convergence Report, Telcordia Technologies, June 1999, p. 5-18.

# Internet/Public Network Interconnectivity and Vulnerability Report, Office of the Manager, National
Communications System, June 1999, p. 4-3.

7 Ibid., p. 4-3.

# Internet/Public Network Interconnectivity and Vulnerability Report, Office of the Manager, National
Communications System, June 1999, p. 4-5.
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24.1.2 Quality of Service

Unlike the PSN, the Internet was originally designed as a connectionless, best effort data
delivery model unable to ensure level of performance guarantees. This lack of service
guality, in addition to present insufficient network bandwidth capacity, leaves the
network, and the data packets that traverse it, vulnerable to transmission delays, packet
loss, and unacceptable noise interference.” However, as industry groups continue to
address the QoS challenges within the IP network, they have confidence in developing
the same service quality as the PSN within the next 3 to 5 years. Backbone networks are
becoming more robust, and new access technologies are exponentially increasing the
available bandwidth within the local loop while decreasing network congestion and
connection time.

2.4.13 Reliability

The reliability in the converged environment depends on not only the assurance of
guality within the network (as discussed above) but also the guarantee that the PSN
Signaling System Seven (SS7) system and the Internet’s packet delivery system can be
integrated. Failure of the Internet to quickly and efficiently transport packetized PSN
signals would result in delayed and even incomplete voice service, severely affecting
network reliability. For example, delayed signaling would lead to increased downtime
of network signaling elements and decreased network interconnection, causing even
greater congestion.” This congestion could severely slow network function, and in
extreme cases, could even be debilitating, halting network function completely.

2.4.2 Implications of Convergence on NS/EP Services

Currently, the converged network cannot be relied on to support mission critical or
NS/EP services. Furthermore, several features of the converged network may affect the
functionality or applicability of some NS/EP services. For instance, according to the
Government Emergency Telecommunications System (GETS) Program Director, it is
unclear whether GETS calls will be able to access GETS features when calls are
transported through the “packet cloud.” In addition, the Telecommunications Service
Priority (TSP) System currently applies solely to common carriers, not ISPs. As the
United States grows increasingly reliant on the communications networks to support its
information-based economy, the converged network introduces additional vulnerabilities
for possible electronic intrusion. These weaknesses greatly increase the risk to NS/EP
services.

# QoS Technologies and Call Admission Control,” Briefing to the Information Technology Progress Impact
Task Force of the NSTAC, Cisco Systems.

* Network Evolution and Convergence Report, Telcordia Technologies, June 1999, p. 5-17.

% “GETS and Network Convergence,” Government Emergency Telecommunications Service (GETS), Briefing
to the Network Group of the NSTAC.
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3. TOOLS AND TECHNIQUES

Information technology applications provide the tools to conduct electronic intrusions
and attacks on telecommunications and information systems and networks. Intrusion
tools are becoming increasingly powerful and readily available. Automated tools using
graphical user interfaces (GUI) enable even relatively inexperienced intruders to conduct
sophisticated attacks. The following sections discuss various types of software-based
tools and the techniques used to employ them.

3.1 MALICIOUS SOFTWARE

With the advent of publicly available software development tools for creating malicious
software, the risk from this type of software has increased. Most of this software can be
downloaded easily from the Internet and is simple to use. Programs such as virus-
authoring tools can create malicious software programs and require little or no computer
programming knowledge by the author. The latest versions of these programs offer step-
by-step information via a menu-driven process that easily constructs a ready-to-use
virus. With global network connectivity, the products of these development tools are
spread easily without regard for geographic limitations. Malicious software includes
viruses, worms, Trojan horses, logic bombs, backdoors, and sniffers.

A virus is a program that can pass on malicious code to other non-malicious programs by
modifying them. A virus infects a program by attaching itself to the program and either
destroying the program or co-existing with it. A good program can be modified to
include a copy of the virus program, so the infected good program begins to act as a
virus, infecting other programs with itself. The infection spreads at a geometric rate. The
viruses could eventually overtake an entire computing system and spread to all other
connected systems.

A computer virus is typically a segment of machine code or a macro that, when activated,
copies itself onto one or more host programs. When these host programs are executed,
the virus is also executed. This process allows the virus to further replicate. A virus may
also have an additional component; it may contain additional code, or a payload, which
executes a predetermined task.” One example of a payload that a virus may carry is code
that instructs the system to send an e-mail message containing the virus to every entry in
the e-mail program’s address book. According to reports, an estimated 40,000 viruses
have been identified since 1984.*

A virus can be either transient or resident. A transient virus runs when the program it is
attached to is executed and terminates when the program ends. Note that during its
execution, the transient virus may have spread its infection to other programs. A
resident virus locates itself in memory so that it can remain active, or be activated, even
after its attached program ends.

¥ Eugene H. Spafford, “Computer Viruses,” Internet Besieged, Dorothy E. Denning and Peter J. Denning, 1998,
pp. 74-79.

% John Schwartz, “No Love for Computer Bugs,” Washington Post, July 5, 2000,
http://www.washingtonpost.com/cgi-...ni/print&articleid=a47155-2000jul4
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A worm is a self-replicating program that moves from one system to another along a
network. A worm does not destroy software or compromise data. Worms were
originally developed to make use of unused network resources to run large applications
programs. The worm scans the network for unused resources and uses them to execute
programs in small segments. A worm can severely harm a network by using all available
computing resources and saturating communications links, similar to a denial-of-service
attack. When a worm attacks, the network must be shut down before it can recover,
which is a costly and time-consuming process. The vulnerability to a networked
environment was demonstrated by the notorious Morris Internet worm of 1988. This
attack resulted in the disruption of service to thousands of computers and their users
across the Internet.* Worms are often incorrectly identified as viruses. Some key
differences exist. First, a worm can run independently, whereas a virus requires a host.
Second, worms do not modify other programs. However, they may carry a payload,
such as a virus or even a beneficial program, that does modify other programs.*

Trojan horses are normally hidden within programs that perform other functions and
contain hidden code that executes potentially malicious acts when triggered by an
external event. They are frequently used in network attacks. For example, Trojan horses
are often hidden in software that appear to perform a beneficial function, such as an add-
on for a web browser or a screen saver. To insert a Trojan horse, an intruder enters the
system to replace system utilities. The intruder then installs the Trojan horse program,
which may contain instructions for recording passwords entered by legitimate users,
installing a virus, collecting system connectivity information, or performing other
malicious acts. Intruders have become adept at surreptitious