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THE WHITE HOUSE SYSTEM II

0476
VATIONAL SECURITY DECISTON wWABHINGTON _ 9
PIRECTIVE NUMBER 97 Juna 13, 1983

HATIONAL SECURITY TELECOMMUNICATIONS POLICY (U)

Thiz directive provides the policy, objectives, and principles for
continued development of a naticnal telacommunications infrastruc-
ture to support and enhance the nation's deterrence posture and
national security during periecds of international tension, thraat of
war, wartime, and to restore critical naticnal functions following
the cessation of hostilities. (M

_ The nation's domestic and international telecommunications
resources, including commercial, private, and government-owned
services and facilities, are essential elements in support of U.S.
national security poliey and strategy. A survivable telecommunica-
tions infrastructure able to support national security leadership is
a crucial element of U.5. deterrence. Mational security leadership
requirements are those embodied in the President's responsibilities
as Cormander in Chief, Head of State, and Chief Executive; those
requirements include, but are not limited to, the ability for: (U}

» gathering intelligence and conducting diplemacy; (o

A
1;53 - ensuring continuity of command and contrel of military
forces; and (O}

™ providing for continuity of govermment and essential
functions thersof. (U)

It must be manifestly apparent to a potential enemy that the U.35.
ability to maintain continuity of command and control of all
military forces, and conduct other essential national leadership
functions cannct be eliminated by a nuclear attack. If deterrence
£ails, the national telecommunications infrastructure must possess
the functional characteristics of connectivity, redundancy, inter-
cperability, restorability, and hardness necessary to provide a
range of telecommunications gservices to support these essential
national leadership requirements. FPlanning and rescurce allocation
must occur to provide for facilitlies and systems able to assure
essential telecommunications in a stressed environment. Proper
implementation of this policy will also improve the nation's overall
emergency preparedness posture. (U)

OBJECTIVES: To fulfill these requirements, I direct that the
nation's telecommunications capabilities be developed or improved,
and implementing procedures established, to provide for: (U]

- support for the vital functions of worldwide intelligence
collection and diplomacy; E; 3
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o a reliable and enduring threat assessment capability; ()

. assured connectivity between the.Hatinnal Command
authority and military forces; (U)

L suppert of military mebilization as directed by the
Precident; and (0)

. continuity of government and national leadership during

and after crisis situations and recovery of critical
national functicns following crisis situaticns. (U]

PRINCIPLES: In suppeort of thesa objectives, the following pelicy
principies are established: (U)

1ofl

2 survivable and enduring naticnal telecommunications
capability will be established to support national -
security leadership requirements. It should be composed
of government, commercial, and private facilities,
systems, and networks, and include the specific automatad
information processing rescurces which are embedded in, or
support, the compeonent telecommunications facilities and
systems and their associated data bases. (@

Many national security leadership telecommunications
requirements will depend upon dedicated government systems
+o support the most essential and time-sensitive missions.
There will alse be continued reliance upon government,
commercial, or private telecommunications resocurces for
critical government-wide telecommunications during pericds
of internaticnal tension, threat of war, wartime, and
following the cessation of hostilities,

Telacommunications to support national security leadership
requirements are essential and have priority in the
initiation, operation, and restoration of services and
facilities during periods of international tension, threat
of war, wartime, and following the cessation of hostili-
ties. (O}

An enduring and survivable contrel mechanism, to include
minimum orderwire communications, must be established and
operated to direct and manage the initiation, cocrdination,
restoration, and reconstitution of telecommunications
services and facilities required in support of national
security leadership requirements. (U)

Functionally similar government telecommunications netwarks
and facilities should be designed te provide the ability
to rapidly and automatically interchange traffic in
support of naticnal security leadership raquirements. (U)
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™ As reguired, and to the extaent financially and technically
feasible, critical government and commercial telecommunica-
tions facilities located outside of likely nuclear target
areas should be capable of rapid interconnecticn and
interoperation. Future government and commarcial facili=-
tims should, to the maximum extent possible and necessary
co fulfill the objectives of this directive, take into
acocount the requirement to locate ocutside of likely
nuclear target areas.

- As required, and to the extent firancially and technically
practicable, the survivability and interoperability of
commercial satellite telecommunications resources should
be enhanced tno support the objectives of this directive.

- The objectives of this directive shall be applied to both
0.5, Government-owned and non-U.S5. Government-cwned
talecommunications facilities and services serving U.5.
diplomatic posts, intelligence activities, and military
forces abroad. jﬁf

- Telecommunications enhancements undertaken pursuwant to
this directive shall provide realistic improvements to the
talecommunications capability that currently exists. (U)

&'y IMPLEMENTATION: A Steering Group consisting of the Director, Office

<74 SF science and Technology Policy (OSTP), the Executive Agaent of the
National Communications System (NCS), the Associate Director aof the
Office of Management and Budget (OMB) for National Security and
International Affairs, and chaired by the Assistant to the President
for Wational Security Affairs, or his representative, is established.
This Steering Group shall: (O}

. ovarsee this directive and ensure its implementation., It
shall provide guidance to the Manager, NCS, concerning all
activities consistent with this directive; (U]

. approve initiatives to be undertaken to enhance national
security telecommunications capabilities pursuact to this
directive; (U]

» address, in consultation with relevant operating agencies,
. the delegation of funding and implementation responsibili-
ties for approved telecommunications enhancement initiatives
consistent with this directive; (U}

- on a continual basis, review the status of the HCS5,
including authorities and membership criteria, and
recommend ¢ the President changes in existing NCS
authorities or membership essential to support the
objectives of this directive; (U)
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